Freedom Online Coalition: Statement on the Use and Export of Surveillance
Technology
The Freedom Online Coalition is concerned that the use of surveillance technology and
related services can contribute to violations of the right to privacy, as set forth in the ICCPR
(henceforth, “right to privacy”), through unlawful and arbitrary surveillance, interception of
communications, and data collection, particularly in relation to its use for political repression.
Such surveillance in contravention to states’ obligations under international human rights law
infringes on the right to privacy and can lead also to other violations or abuses of human
rights both online and offline including the rights to freedoms of expression, association, and
peaceful assembly.
In particular, the Coalition is concerned by the increase in the use of surveillance technology
in contravention to states’ obligations under international human rights law to interfere with
privacy. Curbing such use of surveillance technology should be an international,
multistakeholder effort, and should include the development of appropriate and consistent
national laws and policies governing the use and export of such technologies. The Coalition
welcomes the recent steps taken to update international trade regimes, such as the Wassenaar
Arrangement, to control the export of surveillance technologies.
The Coalition notes that, as reflected in the UN Guiding Principles on Business and Human
Rights, companies, including those that market and provide surveillance technology, have
human rights-related responsibilities. The Coalition recalls the expectation that such
companies uphold these responsibilities, including by implementing appropriate systems and
policies and conducting human rights due-diligence with regard to the provision of
surveillance technology and related services.
In addressing new and emerging challenges to Internet freedom, the members of the Coalition
reaffirm our commitment, in conducting our own activities, to respect our human rights
obligations, as well as the principles of the rule of law, legitimate purpose, non-arbitrariness,
effective oversight, and transparency, and call upon others to do the same.

